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Summary 

You can now configure a custom Certificate Authority (CA) certificate for your Git repository directly at 
the project level in K2cloud Orchestrator.  

This is required if your Git repository (GitHub, GitLab, Bitbucket, or private Git server) uses: 

• An internal CA 
• A self-signed certificate 
• A corporate PKI 

 

What this enables 
Once configured: 

• Git operations (clone, pull, deploy) work automatically 
• The certificate is applied to all spaces in the project 
• You configure it once per project, not per environment 

No manual truststore changes or per-space workarounds are required.  

 

How to use it 
1. Go to K2cloud Orchestrator → Project 
2. Select Git as the Source Type 
3. Enable Use Custom CA Certificate 
4. Click Upload Certificate 
5. Upload your CA certificate file (.pem, .crt, or .cer) 
6. Click Save 

 

Important: 

The uploaded certificate is automatically applied to all spaces in this project (Dev, Staging, Prod). 

You can also remove the certificate once uploaded.  
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What type of certificate should I upload? 
A PEM-encoded CA certificate 

Format: 

-----BEGIN CERTIFICATE----- 
... 
-----END CERTIFICATE----- 

 

This must be the CA that signed your Git server’s TLS certificate, not a user or server cert. 

 

When should I use this? 
Use this option if: 

• Your Git repo requires a specific certificate authority (and chain) 
• Git operations fail with SSL/TLS or certificate errors 

 

Availability 
• Available now in K2cloud Orchestrator 
• No additional configuration required 

 


