|Z3 FABRIC RELEASE NOTES

FABRIC V8.3.11 RELEASE NOTES

e These Release Notes describe the new features in Fabric release V8.3.11 and list bugs that
have been fixed since the V8.3.10 release.

e Certification of this Fabric release is based on:
e (Cassandra version 4.1.8
e SQlite version 3.46.1
e OpenJDK Runtime Environment 21.0.11+10
e Confluent Kafka version 8.1.1
o Neodj enterprise 5.26.30
e Elasticsearch 8.5.3 and 7.16.3
e PostgreSQL 17.5
e AWS OpenSearch:
o Cloud:3.1and 2.17
o Onprem:1.34

RESOLVED ISSUES

e Ticket #51345 — addressed a high security vulnerability that, under certain limited
configuration scenarios, could result in passwords for interfaces and environments
being stored in plain text rather than encrypted at rest. Password handling has been
enhanced to ensure consistent encryption at rest.

As a precaution, customers are strongly recommended to rotate any passwords that
may have been stored under the affected conditions. For the highest level of security,
we also recommend using a Secret Manager for password storage, which remains our
preferred approach for securely managing credentials.
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